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MSSP Gateway (MSSP GW): La hé théng trung tdm dam bao céc giao tiép vai cac AP,
SMSC va thiét bi dau cudi cua khach hang. Gom cac connector nhur sau:
> AE: Cung cap Webservice: yéu cau ky, hay Ky, tra ciu. ..
Thdng tin dich vu MSSP caa Ban Co yéu Chinh phu:
> Puong dan dich vuy:
https://mpki.ca.gov.vn:18083/soap/services/MSS_SignaturePort
» Giao thirc két ndi TLSv1.2 xac thuc hai chiéu
Khi co quan, don vi ¢6 yéu cau tich hop hé théng MSSP caa Ban Co yéu Chinh phua, s& duoc
cap mot dinh danh APIP va chimg thu sé may khach dé c6 thé két ndi dén dich vu.
2. KY SO MODE PONG BQ
2.1. Céu hinh két noi
Thang tin két ndi luu & file conflexamples.conf caa project. Chi tiét nhu sau:

ssl.truststore.file Puong dan dén file truststore
ssl.truststore.password Mat khau cua file truststore
ssl.keystore.file Puong dan dén file keystore
ssl.keystore.password Mat khau cua file keystore
ssl.keystore.type Loai file keystore
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ap.id binh da}nh cua AP
ap.password Mat khau cua AP ’
mssp.id binh danh cua hé thong MSSP

mssp.signature.url

DPuong dan Service yéu cau chir ky sb

mssp.status.url

Puong dan Service truy van yéu cau

mssp.receipt.url

DPuong dan Service truy van lich sir giao dich

mssp.profile.url

Puong dan Service truy van profile chir ky s6

2.2. M6 ta ham va cac tham so

MSS SignatureReqType sigReq
etsiClient.createSignatureRequest (

apTransId,

msisdn,

dataToBeSigned,
dataToBReDisplayed,

signatureProfile,

mssFormat,
messagingMode) ;
Tham so6 Kiéu dir liéu M0 ta
apTransId String Transaction 1D cua giao dich
msisdn String S6 dién thoai
dataToBeSigned DTBS Dir liéu ky
dataToBeDisplayed | String Théng tin giao dich hién thi duéi dién thoai
cua khach hang
signatureProfile | String Profile cua chit ky s6
mssFormat String Dinh dang chit ky so:
messagingMode MessagingModeType | Mode giao dich. Doi véi truong hop dong

bo thi
messagingMode =
MessagingModeType.synch

3. KY SO MODE BAT PONG BQ
3.1. C4u hinh két néi

Tuong ty nhu muc 2.1

3.2. M6 ta ham va cac tham sé

3.2.1. Yéu cau chir ky sb




MSS SignatureReqType sigReq =
etsiClient.createSignatureRequest (

apTransId,

msisdn,
dataToBeSigned,
dataToBeDisplayed,

signatureProfile,

mssFormat,
messagingMode) ;
Tham so6 Kiéu dir liéu M0 ta
apTransId String Transaction ID cua giao dich
msisdn String S6 dién thoai
dataToBeSigned DTBS Dt liéu ky
dataToBeDisplayed | String Théng tin giao dich hién thi duéi dién thoai
cua khach hang
signatureProfile | String Profile cua chit ky s6
mssFormat String Dinh dang chit ky s6:
messagingMode MessagingModeType | Mode giao dich. D6i véi truong hop bat dong
bo thi

asynchClientServer

messagingMode = MessagingModeType.

Luwu y: Truong hop bat dong bo, budc nay sé tra vé TransactionID cuaa giao dich.
TransactionID s€ dugc st dung & budc kiém tra yéu cau chit ky so.

3.2.2. Kiém trayéu ciu chir ky so

MSS SignatureRespType sigResp = new MSS SignatureRespType () ;
sigResp.setAP Info(apInfo);
sigResp.setMSSP Info (msspInfo);

sigResp.setMSSP TransID (new NCName ("M1798702590996149")) ;

MSS StatusReqType statusReq = etsiClient.createStatusRequest (
sigResp,

apTransId) ;




Tham so6

Kiéu dir liéu M0 ta

sigResp MSS_SignatureRespType | Tao lai thong tin yéu cau. Object nay bao
gom TransactionID cua budc yéu cau chi
ky sb

apTransId String Transaction ID cua giao dich

4. LAY THONG TIN CHUNG THU SO
4.1. CAu hinh két noi

Tuong ty nhu muc 2.1

4.2. M6 ta ham va cac tham soé

MSS RegistrationReqType registerationReqg =
etsiClient.createRegistrationRequest (

apTransId,
msisdn,

signatureProfile);

Tham so6 Kiéu dir liéu M0 ta
apTransId String Transaction ID cua giao dich
msisdn String S6 dién thoai
signatureProfile | String Profile cua chit ky so:
e http://mobile-id.vn/digitalSignature
e http://mobile-id.vn/authentication

5. DANH MUC MA LOI (EXCEPTION CODE)

101 WRONG_PARAM
102 MISSING PARAM

103 WRONG_DATA_LENGTH

104 UNAUTHORIZED ACCESS
105 UNKNOWN_CLIENT

106 HANDSHAKE_REQUIRED
107 INAPPROPRIATE_DATA

108 INCOMPATIBLE_INTERFACE
109 UNSUPPORTED_ PROFILE
208 EXPIRED_TRANSACTION
209 OTA_ERROR

401 USER_CANCEL

402 PIN_.NR_BLOCKED

403 CARD BLOCKED

404 NO _KEY_ FOUND

405 NO URL _FOUND

406 PB_SIGNATURE_PROCESS
407 REGISTRATION _NOK

422 NO CERT FOUND

423 CRL_PB




424

CRL_EXPIRED

425

ERROR_CERTIFICATE

900

INTERNAL_ERROR




